Computer Security

Is your technology up to date?

Who takes care of your computers?

Who do you call in the event of a computer
emergency?

Who takes care of your software?

Do you use antivirus and malware protection?
Do you use cloud services?

Are your computers physically secure?

Are your computers encrypted?

Do you share computers?

Password Security

Do you save passwords in your browser?
How safe is your Social Media password?
Do you write passwords down?

Do you save passwords in a file on your
computer?

Do you have a password on your phone?
Do you use complex passwords?

Do you use shared passwords?

Do you use the same password for
multiple logins?

Internet Security

Who is your provider?

Do you have a firewall?

Who uses your internet?

Do you use Social Media?

Who is watching out for you on the internet?
Do you deal with vendors on the Internet?
Do you do business internationally?

SBDC

Smartphone Security
Who is your provider?

What is on your phone?

Do you lock your phone?

Do you leave wireless (Bluetooth,
WiFi, or Location) on?

Who uses your phone?

Are your smartphones encrypted?
Do you use antivirus and malware
protection?

Can you remote locate and remote
wipe your smartphone?

Do you share your phone?

Data Security

Where is your data?

Do you have a disaster recovery
plan?

Do you know who to call when your
data is gone?

How do you protect your data?
Do you store credit card data?

Do you have a plan in case your
data is unavailable?

Do you have a data classification
policy?

Do you have a data handling
standard?

Do you know what data you have?
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