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COVID-19: CYBERSECURITY TIPS
WHILE WORKING REMOTELY

Steps towards making your business secured online!

UPDATE YOUR TECHNOLOGY

It is important to ensure all business devices are receiving their

appropriate updates.

a BACKUP YOUR DATA

It is important to ensure you are backing up your data to a different

storage device or to a cloud service and to do it daily.

USE A VIRTUAL PRIVATE
NETWORK (VPN)

Connect to a VPN while accessing business accounts and data, even
while on your private Wi-Fi.

SECURE YOUR HOME NETWORK

Setup a secondary or guest network for business use only and

ensure the password to access this network is different from your
personal Wi-Fi network.

CHANGE PASSWORDS TO
PASSPHRASES

Consider updating your current passwords to longer passphrases.

WATCH OUT FOR PHISING
EMAILS

Phishing emails can distribute malware to your devices on your

network or they can bring you to fake websites imitating legitimate
ones and ask for your username and password.

TRAIN & EDUCATE YOUR
EMPLOYEES

It is important to understand the risks associated with working
remotely. By training and educating your employees and yourself,
you can minimize the risks.

FOR MORE IN-DEPTH DETAILS, VIEW:

CYBERSECURITY TIPS FOR WORKING REMOTELY DURING COVID-19


https://smallbusinessbigthreat.com/wp-content/uploads/2020/04/Cybersecurity-Checklist-for-Remote-Work.pdf
https://smallbusinessbigthreat.com/wp-content/uploads/2020/04/Cybersecurity-Checklist-for-Remote-Work.pdf

